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e Cardinal Health Overview

o Global Security / Risk Mitigation Roadmap

e Business Continuity and Crisis Management Program
o Security Operations and Intelligence Center

« National Reentry/Recovery Program (ER-ITN)

* Linking program elements

* Benefits of working with everyone
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Essential link in the healthcare supply chain
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Global Security / Aviation / Real Estate

Greg Halvacs

Chief Security Officer
Debbie Lillie
Assistant
| | | | | | [ |
Joel Jordan John Rodriguez Paul Leodler Marino Colatruglio
ngc;:rli?zlug‘enauer Security Director Security I.Z)lrector. Security plrector Tom Stahl Hollis Mignogno Ruben Padro VP Global
y Director Central Region and South Region, Latin West Region and Director Aviation Security Director Security Director Workplace &
East Region C % America & International (except y y Corporate Real
anada Caribbean China) Estate
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The worst disaster you will
experience Is the one that
happens to your business.
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Cardinal Health
Security and Risk Mitigation Programs

Background checks (adjudication)
Drug testing (state laws)
Government requirements
Customer requirements

Vendor management

» Coordinator Network (force multiplier)
» Standards / Technology optimization
» Risk profile and site assessments

» Travel and Event security

< » SOIC 24/7 monitoring >

» Coordinator workshops / eLearning * Intelligence gathering / disseminati
« Challenge culture Corporate crisis team

» Travel safety » Tabletop eXercises
» Workplace violence / Drug abuse * Investigations
» Deceptive interviewing » Public and private partnership
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Public/Private Partnership

BUSINESS CONTINUITY AND
CRISIS MANAGEMENT PROGRAM

-
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Business Continuity and Crisis Response Strategy

Risks could be man-made and
natural disasters, as well as
pandemic
Planning is with a non-specific
scenario:

- Facility impact

- Work force impact

- Technology impact

- Supplier impact
Mitigate loss/damage to people,
property, and products
Minimize customer service
disruption
Facilitate timely return to normal
operations

Corporate is a
Facilitator/Advisor
Each business is
responsible for
appointing a
leader

Each business is
responsible for
plan maintenance
Each business is
responsible for
conducting
tabletop exercises

Automate and integrate
everything to minimize ongoing
maintenance by plan owners
Quality control through regular
planned tabletop exercises
Common planning system for BC
Planning and IT Disaster
Recovery and Response

Short Term— Facility centric
- Site specific plans and teams
- Quick wins build credibility and
momentum

Long Term— Process centric
Global Security manages crisis
response
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Crisis Management Team Structure

Crisis Management
Team Leadership

(Halvacs)
Finance Legal Hurlnan Public Affairs Inforr'rLation Global Ethics & EH&S
. Resources Technology Security Compliance
Executive
Level
Medical IPS Pharmaceutical
Segment ENTERPRISE CMT LIAISONS Segment

Business Unit

CMT Leader
Region Level | | | | |
9 EH&S QA Inventory Communications Customer Logistics
Relations
Facility CMT
Leader
Site Level | | | | |
EH&S QA Inventory Security Customer Logistics
Service
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Risk Mitigation Strategy and Accountabilities

Responsible Accountable Consult Inform
. Ethics & Global IT Risk

Programs Accountability Compliance | Security EHS Mgmt B.U.
Business Continuity Management (BCM)
A holistic management process that identifies BCM Framework
potential impacts that threaten an organization and BCM Policy / Procedure
provides a framework for building resiliency that Strohl LDRPS A C C C R
safeguards the interests of its key stakeholders, Tabletop Exercises
reputation and brand. Pandemic Preparedness Plan
Emergency Response Planning (ERP)
An integrated set of emergency response ERP Framework
procedures to address potential emergencies that a Engage Medical Director
facility may experience. These procedures include C R A | R
mitagative steps, protective actions and
administrative controls to eliminate or reduce the
risks that each potential emergency poses.
Crisis Management
Coordination and execution of a firm’s response to Notify Crisis Management Team
a crisis in an effective, timely manner — goal is to Activate Incident Command Center C A C R R
avoid or minimize damage to the organization’s Implement Crisis Communication
profitability, reputation, or ability to operate.
Disaster Recovery / Business Recovery
Activities and programs designed to return a EIT Disaster Recovery Framework
business to an acceptable operational state; C | | A R
typically addresses the restoration of an
organization’s critical technology infrastructure.

CardinalHealth
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Incident Escalation Sequence

Emergency
Response F— »
= BCP Planning ) rgern
= Pandemic Planning Incident ’ Sits;a::ll_tgsa o
= Crisis Planning R Spon - - Recovery
= Early Matification Crisis
« Employee Safety
Local
Regicnal
International
Enterprise Team
Leader EC

« Activate CMT P
= Activate Crisis Command Center
= Track/Incidents/Responses

Customer Communications

g (e 10] £53 Weeks
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Public/Private Partnership

SECURITY OPERATIONS AND
INTELLIGENCE CENTER

-
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Cardinal Health
SOIC Responsibilities and Resources

ISOS and

OSAC eBRP
) Alerts
Key Functions:
* Emergency Hotline Monitoring
* Track Cardinal Health Assets:
* Employees
e Travelers Flight Plan MIR 3

* Facilities
* Corporate Planes
» Send Mass Alert Notifications
» Supply Chain Security (GPS)
» Access Business Continuity Response Plans
* Global Incident Alerts and Tracking
* Facility Alarms and Response Coordination

Effective Response

MACO Harborflex

Freight Google
Watch Earth
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Cardinal Health
SOIC Intelligence Monitoring and Reporting

: . . Event Notification
24/7 Monitoring Severe Weather Natural Disasters Security Threats Travel Security

* Inclement weather * Tsunamis « Terrorist attacks « Aircraft crashes * SOIC Intelligence
* Hurricanes * Wildfires « High crime « Railway incidents Reports
« Tornados « Earthquakes « Protests « High famine areas * MIR3
* Floods * Mud slides « Hotel/building fires * eBRP
» Pandemics
Intelligence Gathering Potential Intelligence Reporting
Impact

Risk

-

-
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Cardinal Health

SOIC Intelligence Reports

Heavy rainfall, strong winds, and associated disruption are expected in the
s TET eastern coastal areas of the country due to the passage of Typhoon Fung-Wong.
The typhoon is expected to make a second landfall in the Zhejiang Province
tomorrow. The China Meteorological Department has issued a yellow typhoon

Message

- Tgnore x y 3 3 j&“eermg (23 Daily Non-Comp... 3 To Manager
@ & = @um- (33 Team E-mail & Done

& junk ~ Delete | Reply R::‘le fonward B More - | (3% Reply & Delete & Create New

alert (the third highest in the country's four-tier system), warning of heavy to
- N ore Toons B Farace, Greg; B s, P torrential rainfall along the eastern coastal provinces. A blue alert (the lowest in
Ce @ Mignogno, Hollis; @ Stinson, Dakota; | | House, Kia; # Garst, Tim; | | Engle, Matthew; | ( . . 2 o o o o
Subject. _50IC Inteligence Report - yphoon the warning system) has been issued for Shanghai, indicating strong winds and
essage | & ina Travelers.xisx o g 5 5 0
= o heavy rainfall. Fung-Wong is moving N/NE at 20 MPH/32 KPH at this time.
Classification: Severe Weather Advisory Travelers should continue to check their flight status into and out of Shanghai.

Type: Typhoon

Affected Area: Eastemn Coastal Areas

Country: China

Information:

Heavy rainfall, strong winds, and associated disruption are expected in the eastern coastal areas of the country due to the passage of Typhoon Fung-Wong. The typhoon is expected to make a second landfall in the Zhejiang Province tomorrow. The China
Meterological Department has issued a yellow typhoon alert (the third highest in the country’s four-tier system), waming of heavy to torrential rainfall along the eastern coastal provinces. A blue alert (the lowest in the waming system) has been issued for
Shanghai, indicating strong winds and heavy rainfall. Fung-Wong is moving N/NE at 20 MPH/32 KPH at this time.

Travelers should continue to check their flight status into and out of Shanghai

Cardinal Health Assets:
CAH Facility: 15th Floor, Tth Floor, Suite 1008, 10th Floor, Ocean Tower, #550 YanAn East Road, Shanghai 200001 (effected area)

The attached list of 28 travelers will be staying in, flying into, or flying out of Shanghai in the next 1-7 days

Recommendations:
Continue to monitor National and/or Local news for updates.

Global Security Contact:
Paul Leodler, West Region, (US): Mobile: 858.518.4015
Hollis Mignogno, Director, Security: Mobile: 614.374.2483 Office: 614.757.4409

SOIC Notified: Regional Security Director, Security Management
How Notified: Intelligence Report
Time Notified: 2045 EDT

SOIC Analyst: Jillyan Will
SOIC Information: -

O Smmmsts - _ b i I

SRVPELAOYI Q@I @ =@ e

10:17 AM
9/25/2014
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Business Operations T-Minus Schedule

100+ checklist items

Topic (e.g.

Communication,
Scheduling, Pick

Activity, etc.) Task #

Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility
Facility

Employees
Employees

Employees

Task Owner Comments Misc.event | 5daysout | 4daysout | 3daysout | 2daysout | 1dayout
Secure an agreement with a local diesel refueling company. We should
attempt to be on the refueling plan as hospitals. As part of a storm
6.01  Check generator & fuel level DO/OM preparation checklist, the weekly maintenance should be conducted early. X
Since these doors will become non-functional should the power fail all
6.02 Identify all external maglock door DO/OM external maglock door need to be secured. X
6.03  Check and charge all cell/satitlite/internet phones DO/OM Update all contact lists with current phone numbers of any new phones. X
6.04  Check all server UPS systems. DO/OM Test all UPS units to ensure batteries are functioning correctly. X
Repair any out-senice units and purchase extra batteries if needed.
Assess if extra units will be needed and contact sister facilities or senice
6.05  Check all LXE equipment. Align Snowplow for parking lot DO/OM provider to arrange loaner equipment. X
Use standard form distributed by finance team. Track all storm/disaster
6.06  Expense tracking DO/OM related expenses including labor hours. X X X X X
This list should include utility, maintenance, IT, specialty senices,
6.07  Locate and update faciltiy emergency contact list. DO/OM EPA/QRA, insurance, police/fire contacts. X
Charge all batteries in facility. Contact local senicer to define
6.08  Check all MHE DO/OM expectations for maintenance and additional equipment if needed. X
Meet with employees to review expectations as it relates to staying in the
6.09  Organize hurricane response team DO/OM facility during the storm. X
Facility management needs to identify all assets that should be relocated
indoors in the event of a storm. Assets that cannot be relocated must be
6.10  Secure all outside assets DO/OM securely anchored. X
6.11  Secure sanitation (porta potties) DO/OM X
Document where each utility company is physically A facility representitive needs to visit the locations and ask the staff if they
6.12  located DO/OM handle disaster recovery operations. X
6.13  Document plans for support of returns process (labor/hdct) DO/OM Returns policy/staff up for rgm's post hurricane X
This task should be completed as close as possible to the storm to
6.14  Generate a stock locator report DO/OM increase inventory integrity. X X X
Identify safe haven corporate policy in the event of
8.01 catastrophic damage to residential areas DO/OM X
8.02 Dewlop a Do's and Don't packet DO/OM Distribute to support personnel during inbrief X
Ensure all inclement weather policies and procedures are
8.03  updated and communicated to the employee base DO/OM Pay, after hours, normal business hours, delayed start, delayed close X X X X X
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Employee and Customer Tools

Belfor

¢ Restoration
0 Smoke/odor removal
0 Structural drying/desiccant dehumidification
0 Air duct decontamination
0 Detailed structural cleaning
0 Water extraction
o Reconstruction
o Full service general contracting
o Selective demolition
o Emergency board up/power generation
o Safety barriers
o Remolding and renovation
¢+ Mold remediation
¢ Technological leadership
¢ Document reclamation
o Electronic restoration
o Contents restoration
o Detailed cleaning/refinishing
* Inventory services/secure storage
o Dry cleaning/personal effects
¢ Consulting and education
o Business continuity support/planning
o Continuing education programs

Back of Cardinal Health badge

Cardinal Health works with its transportation partners to distribute medical supplies, prescription
drugs, prescription devices and surgical products required for use by patients in retail, alternate
care, hospital and other physician sites of care. The products being transported may be used in
emergency room operations, operating room procedures and patient life-support activities.

Delivery of these supplies is critical for the patients we service. As such, our employees
and our transportation providers are considered “essential to care” and should be allowed
passage in virtually all circumstances, including storm-related road closures and emergencies.

If you have any questions or require further information, please contact the Cardinal Health
Security Operations and Intelligence Center at 888.880.7642.

When to contact the SOIC: For life threatening
- Bomb threats emergencies please

- Natural disaster
To quickly add the SOIC contact

- Severe weather disruption ! information into your phone,
- Security system issues : scan the QR code below

- Suspicious activity

- Theft or loss of company assets

- Workplace violence

- Supply chain interference :
- Company-owned vehicle accidents

- Any other security related concerns

\
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Public/Private Partnership

ER-ITN MODEL PROGRAM

-
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ER-ITN Program Overview

« Joint effort between law enforcement, emergency
management, and organizations to enable coordinated
access after crisis events to speed recovery

e Focused on coordinated access reentry

* Not a credentialing effort

« Statewide standards (JSOP) that are coordinated nationally

e Mississippi and Louisiana
e 6 states in process- TX, AL, MI, MO, OK, SC
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The Challenge- response, re-entry, recovery

 Re-entry and Recovery Is a critical economic imperative

« Challenge is safe, secure, controlled re-entry

 Mutual-aid response crucial to time to recover

e Security iIs paramount, but not at expense of cost and speed

* Critical issue to businesses and emergency responders

-
22 © Copyright 2013, Cardinal Health. All rights reserved. CARDINAL HEALTH, the Cardinal Health LOGO and Ca rd I nal Hea |th
ESSENTIAL TO CARE are trademarks or registered trademarks of Cardinal Health. Essential to care™



What the JSOP defines- The “how” for access

Defines tiers for re-entry:
— Classes/Roles/Categories
— More than just Hurricanes- ALL HAZARDS

* Provides rules for re-entry:

— Acceptable ID Badges RESPOND: Emergency zone is
unstable - emergency services only

« Defines checkpoint modes:

— Quter Perimeter RESPONSE SUPPORT: Key
) Resources to support stabilization
— Inner Perimeter

- SpOt Checks | RECOVER: Emergency zone is
' table - infrastructure to be restored
® Deﬂnes Standard pIaCardS: stable - infrastructure to be restore

— Traffic and Letter of Access REBUILD: Emergency zone is stable
- community can be rebuilt.

-
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Coordinated trust before, during, after events

_ L. @ Critical Individuals Reenter %’
v > 63
@ Orgs or Individuals \

Print/Distribute Placards

ER-ITN

%
L

-

@ Companies Register - @Checkpoints can
Critical Personnel I Verify Placards or Use

- Name Online system

- Company
-ID
- Role

EMA/Authorizing Agencies

LT EQUIrEd, Agencies canreview Affected.Facilities ...

entry approvals
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ER-ITN Program- Credentials

Letter of Access Vehicle Placard
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The Linkage

Business
Continuity
Plans

Security
Operations Crisis
and Management
Intelligence Team
Center

ER-ITN
Program

Crisis Credit
Card
Program

-
26 © Copyright 2013, Cardinal Health. All rights reserved. CARDINAL HEALTH, the Cardinal Health LOGO and ca rd I nal Hea |th
ESSENTIAL TO CARE are trademarks or registered trademarks of Cardinal Health. Essential to care™



Benefits of working with everyone

I « CAPITAL (Dublin)

e Ohio Public Private Partnership (OH)

o Statewide Terrorism and Intelligence Center (IL)
* QOverseas Security Advisory Council

* ASIS International

 Wholesaler Group
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